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Abstract: The main focus of the blockchain literature has been on the technical
capabilities of the technology in terms of data privacy and security enhancement. Such
an approach has disregarded the individual's perception of potential threats in data
exchange and the capabilities of a blockchain to eliminate them. To fill this gap this
study aims to examine the cognitive factors determining the users’ motivation to utilise
blockchains as a means to protect oneself from privacy and security issues. This paper
adopts the Protection Motivation Theory, which makes it possible to assess the role of
threat and coping appraisal in relation to the adoption of the blockchain. We examined
the effect of the factors using a sample of 506 respondents. The findings showed that
threat vulnerability, response efficacy, response cost and self-efficacy determine
adoption intention. Compared to threat appraisal, coping appraisal has a stronger
effect on intention to use. The findings contribute to the understanding of the
individual's perspective on blockchain adoption by focusing on cognitive factors. They
can inform blockchain developers and marketers about aspects of individuals’
behaviour that should be considered when developing and promoting the technology.
Keywords: Protection Motivation Theory, Technology Adoption, Blockchain
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1.0.

Introduction

In adoption and acceptance studies, the underlying technologies considered are
typically “black boxes”. For example, when it comes to electronic banking, users do
not need to fully understand how security works. They are focused on the benefits and
what the technology does as opposed to how it does it. There are often cases, though,
where the underlying technologies form a significant part of the overall product or
service offering. As a result, these technologies come to the foreground and are used as
a differentiating factor that aims to encourage adoption. The blockchain is such a case.
A blockchain is

“a technology which made it possible to build an immutable,

distributed, always available, secure and publicly assessable repository of data
(ledgers), which relies on a distributed consensus protocol to manage this repository
(e.g., to decide what valid new data to include) in a distributed manner” (Sankar et al.,
2017). It is not a unified technology with predefined services, but an underlying
technological block that enhances the security and privacy of digital transactions
irrespective of the area of application (Hughes et al., 2019). The primary advantage of
enhanced privacy and security characterises the blockchain as a privacy-preserving
technology (Bauer et al., 2019). However, the technological complexity of blockchains
raises challenges for users' understanding (de Leon et al., 2017). Typical users find it
difficult to grasp its use cases, services and benefits, let alone the functionality of its
infrastructural layer (Liu, 2021).
Given the above there is a research gap in the blockchain adoption literature. This
concerns the lack of user insight into the utilisation of the technology, as the focus of
the predominant stream of research is on technical components creating value in the
digital exchange of data (Yang et al., 2019, Zheng et al., 2017). Given the security and
privacy features of blockchains, the adoption of the technology can be regarded as a
behaviour protecting oneself from the consequences of the privacy and security issues
in digital transactions. Prior research has not examined the threat-related cognitions that
play a pivotal role in protection motivation (Floyd et al., 2000). Given this gap, the
objective of this paper is to explore cognitive factors, such as coping and threat
appraisal, in line with the Protection Motivation Theory (PMT) to understand the role
of privacy and security concerns in the adoption of blockchains. This theory helps

The Role of Privacy and Security Threats in the Adoption of a Blockchain

explore the belief as to whether security/privacy threats might affect users and whether
the use of blockchain-enabled applications can help avoid them.
The paper is structured as follows. First, the paper presents a literature review on
blockchain technological factors, benefits and risks. The next section presents the
theoretical background followed by the development of hypotheses, justifying the
proposed relationship in the model. Then, the paper explains the methodology of the
study, and proceeds with the results of the path analysis and a discussion of the findings.
The paper concludes with a short summary of the study, it outlines limitations and
makes suggestions for future research.

2.0.

Literature review and Hypothesis Development

2.1.

Blockchain

A blockchain is based on a distributed ledger, a cryptographic security protocol and a
consensus mechanism (Beck et al., 2016). The distributed ledger ensures that the entry
of new data creates a block that is not stored in a single location, but is continually
copied and distributed to different nodes across the network, making it accessible and
traceable by the participants of the network (Cuccuru, 2017, Lu and Xu, 2017, Aujla et
al., 2020). Data forms a chain of sequentially created blocks, which are
cryptographically protected, thus making the data immutable. That means that once the
user has agreed to proceed with a transaction the record of it can never be altered (Lu
and Xu, 2017). The data is controlled and validated by a centralised or decentralised
consensus mechanism (Tönnissen and Teuteberg, 2020). The data immutability and the
validation mechanism of the distributed system increase the trustworthiness of
transactions and eliminate the need for intermediaries (Ying et al., 2018).
The degree of data accessibility, immutability, control and the openness of the
blockchain for participants varies depending on the type of blockchain network, which
can be public, private and consortium ones (Bauer et al., 2019, Zheng et al., 2017). A
public blockchain is free for participation, making the network large in terms of the
number of nodes. A large number of participants makes any attempt at data tampering
more difficult. Data in the network is accessible for all actors and completely
decentralised, which makes it uncontrollable by the organisation (Bauer et al., 2019,
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Zheng et al., 2017). Private and consortium blockchains are permissioned and can
imply restrictions on data accessibility. The limited number of participants decreases
the degree of data immutability. The networks are centralised or partially decentralised,
which results in a central authority to control transactions (Zheng et al., 2017).
The features of the technology, namely disintermediation, accessibility, immutability,
control and the openness of the blockchain, enable four types of benefits and risks,
revolving around data transparency, privacy, security and system usage. The
transparency and traceability inherent to blockchains give the public an opportunity to
see the history of transactions, diminish the possibility of data misuse and boost the
confidence in the quality of the services provided. For instance, the use of a blockchain
in e-government services can eliminate potential fraud, data manipulation and
corruption (Kshetri, 2017). The immutability, enhanced transparency and traceability
of data have an equivocal effect on system security and the capability to preserve actors’
privacy (Cuccuru, 2017, Janssen et al., 2020). On one hand, the distributed data
exchange increases a system’s resilience to withstand any potential cyber-attacks by
allocating information to other nodes if one has been attacked, thus strengthening
security (Atlam et al., 2018). On the other hand, blockchain technologies can be
subjected to attacks, which can potentially lower the users’ perception of privacy and
the security of blockchain technologies (Yli-Huumo et al., 2016). In addition,
blockchain networks enable users to see all records of transactions (Ahram et al., 2017).
Although the actors are anonymous, some scholars argue that the transactions can be
traced back to the users’ IP address (Yli-Huumo et al., 2016).
Given the promised benefits and potential risks, the adoption of blockchain
technologies could be a double-edged sword. It can make the transaction process
automated, which eliminates the potential for human error (Cai and Zhu, 2016). It can
also raise complexity due to the scalability challenge. With the increasing use of
blockchain technologies, scalability becomes a big issue as the system faces difficulties
coping with the increasing workload (Yli-Huumo et al., 2016). Hence, an understanding
of blockchain functions requires sufficient technical knowledge. However, the general
public has little awareness about the technology and how it works (Atlam et al., 2018).
This does not help encourage adoption as users may not fully appreciate the benefits
that such a technology can bring.
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Given the lack of understanding of the users’ perception of blockchain benefits and
limited research on its adoption, further sections of this paper develop a research model
aiming to explore whether individuals are willing to use a blockchain to protect
themselves from privacy and security issues.

2.2.

Research Models and Hypothesis Development

Utilising Protection Motivation Theory (PMT) can help address the gap in the literature
related to the cognitive factors underpinning users’ motivation to adopt the blockchain
as a measure to avoid security and privacy issues. PMT has been used to examine
individuals’ motivation to switch behaviour as a means to protect oneself (Menard et
al., 2017). The theory is rooted in the expectancy-value paradigm, which explains that
individuals’ behaviour change is driven by the expectancy that it will result in
consequences. Fear of a potential threat incurred by the behaviour is the stimulus for
actions that people undertake to avert a threat (Rogers and Prentice-Dunn, 1997,
Rogers, 1983). Behaviour change reflects individuals’ maladaptive and adaptive
behaviour when facing threats. Adaptive behaviour refers to recommended activities
that one should take to eliminate the threat, while maladaptive behaviour refers to the
tendency to avoid the recommended activities (Menard et al., 2017). There are two sets
of cognitive processes that predict maladaptive or adaptive behaviour, namely threat
appraisal (threat severity and threat vulnerability) and coping appraisal (response
efficacy, self-efficacy and response cost) (Rogers, 1983). When individuals face a
threat, they cognitively evaluate the severity of that threat and their capability of
confronting it (Menard et al., 2017). In this study, the use of Protection Motivation
Theory makes it possible to examine the motivations to use blockchain-based services,
representing a protective behaviour directed at ensuring the security and privacy of data.
The first construct related to threat appraisal is perceived threat vulnerability. This
refers to the individual's assessment of the likelihood that threatening events might
occur (Ifinedo, 2012). When it comes to the use of technology, threat may refer to
financial losses, private data misuse or identity exposure in online transactions. PMT
posits that there is a direct relationship between perceived vulnerability and behaviour
(Chenoweth et al., 2009). The relationship has been confirmed empirically when
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examining IS security behaviour, such as compliance with IS security policies and the
adoption of anti-spyware software (Ifinedo, 2012, Chenoweth et al., 2009, Lee, 2011).
However, the significance of the effect was not consistent across different studies
(Vance et al., 2012, Menard et al., 2017, Tsai et al., 2016). A potential explanation of
the contradictory findings could be the context of the research. Users may think that
particular types of threats are not likely to happen, even though they potentially exist
(Vance et al., 2012). However, given the seriousness of the threats that blockchain
technology is designed to tackle and evidence of frequent cyber-hacking cases, we
assume that perceived vulnerability has a significant effect on intention to adopt
blockchain-enabled services.
The second threat appraisal construct is perceived threat severity. This is defined as
“the degree of physical harm, psychological harm, social threats, economic harm,
dangers to others rather than oneself, and even threats to other species which refers to
the severity of the outcome or consequence of the event” (Rogers and Prentice-Dunn,
1997). In IS management, the construct reflects the seriousness of the consequences of
events, such as hackers’ attacks and financial fraud. Perceived threat severity was found
to have a significant role in motivating

practices, such as energy-conservation,

compliance with IS security policies, the adoption of antiplagiarism software (Lee,
2011, Ifinedo, 2012). The effect of the construct was not confirmed in some prior
studies (Vance et al., 2012, Menard et al., 2017, Tsai et al., 2016), putting it down to
methodological limitations (Vance et al., 2012) and the difference in settings (Tsai et
al., 2016). It was suggested that in the organisational context, the losses that might
potentially result from the use of technologies are borne by firms, rather than employees
(Tsai et al., 2016). That is why individuals experience mild consequences. However,
the refusal to use privacy-preserving technology entails personal threats, such as
personal data misuse and the exposure of financial data. Hence, we assume that the
relationship between perceived threat severity and adoption intention is significant.
Given the above, we hypothesise:
Hypothesis 1: a) Perceived threat vulnerability and b) perceived threat severity have a
positive effect on intention to adopt blockchain-enabled services.
Coping appraisal processes are dependent on response efficacy, self-efficacy and
response cost. Response efficacy refers to the individual's belief that adaptive behaviour
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will avert a threat (Lee, 2011). Given prior studies in the IS domain confirming the role
of response efficacy in technology use (Chenoweth et al., 2009, Menard et al., 2017)
and evidence about the security and privacy benefits of blockchains (Cuccuru, 2017,
Janssen et al., 2020), we expect that individuals consider the technology to be helpful
in protecting personal data from unauthorised use by other parties. Having evaluated
potential threat, individuals perform a cognitive assessment of available opportunities
to deal with the threat. If they think that adaptive behaviour will increase their chances
of confronting the threat, the intention to adopt will also increase. Self-efficacy refers
to individuals’ belief that they are capable of undertaking effective measures intended
to cope with the threat (Woon et al., 2005). The confidence in personal capabilities
increases the intention to embark on adaptive behaviour (Rogers and Prentice-Dunn,
1997), such as the adoption of blockchain-enabled services. The correlation between
self-efficacy and behaviour change has been examined in research on psychology
(Bandura et al., 1980) and confirmed in the IS stream (Chenoweth et al., 2009, Menard
et al., 2017, Tsai et al., 2016). Self-efficacy indirectly and directly affects intention to
engage in activities, such as email authentication, the use of software and fake-website
detection systems (Johnston and Warkentin, 2010). Response cost refers to the
individuals' evaluation of the costs that they bear if they choose to engage in adaptive
behaviour (Tsai et al., 2016). The costs can be financial investments or mental efforts
that one might need to put in to operate blockchain-enabled services. The higher the
response cost the lower is the intention to engage in the behaviour (Menard et al., 2017).
Despite the theoretical foundation and supporting results of prior studies (Chenoweth
et al., 2009, Lee, 2011), a negative effect of response cost on intention was not always
the case (Ifinedo, 2012, Vance et al., 2012, Menard et al., 2017). An insignificant effect
was mostly found in the research exploring the utilisation of technology in workplace
settings. Drawing on this observation, the role of the construct could be non-significant
when organisations deal with financial costs and assign specialised units to implement
technologies for employees (Ifinedo, 2012, Vance et al., 2012, Menard et al., 2017).
Therefore, individuals cannot objectively quantify the costs that adaptive behaviour
might entail. However, when it comes to blockchain-based applications, the
consequences of maladaptive behaviour have a direct impact on users, which outweighs
the costs. That means that in the context of this study the effect of response cost is most
likely to be negative. Given the above arguments, we suggest that:
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Hypothesis 2: a) Perceived response efficacy and b) perceived self-efficacy have a
positive effect, while c) perceived response cost has a negative effect on intention to
adopt blockchain-enabled services.

3.0.

Methodology

3.1.

Data collection and Measurements

A survey was used as a data collection tool. The first part of the questionnaire
introduced the aim of this study and included the consent form. In the second part of
the questionnaire, the respondents were given the scenario of the potential use case and
services of a blockchain-based application in the context of shopping. That scenario
enabled respondents to relate personal experience to the particular hypothetical case.
The respondents were asked to consider a case in which they were the users of a free
digital wallet app. The services that the app provides and the ways in which personal
data processed through the app is treated were outlined. Then, they were introduced to
an alternative version of the app that was based on a blockchain. Respondents were
informed about additional services that the blockchain technology could enable with
regards to personal data storage and usage. The third part contained questions about
coping and threat appraisal factors predicting the motivation for a protective behaviour.
The last section of the survey included questions about socio-demographic
characteristics and technology usage patterns. Using an independent research company,
we collected 506 valid responses (Table 1).

Demographic
Characteristics
Age

Gender
Education

Type
18 to 24 years
25 to 34 years
35 to 44 years
45 to 54 years
55 to 64 years
65 or above
Male
Female
Completed some high school
Completed some college
(GSCE/AS/A-Level)
Bachelor's degree
Master's degree
Ph.D.

Frequency
(n = 506)
91
164
163
49
24
15
313
195
122
122
183
64
11

Percentage
18
32.4
32.2
9.7
4.7
3
61.7
38.3
24.1
24.1
36.1
12.6
2.2
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Other degree beyond a Master's
degree
Less than £25,000
£25,000 to £34,999
£35,000 to £49,999
£50,000 to £74,999
£75,000 to £99,999
£100,000 to £149,999
£150,000 to £199,999
£200,000 or more

Income

4

0.8

180
115
82
61
36
17
10
5

35.5
22.7
16.2
12
7.1
3.4
2
1

Table 1: The profile of the respondents

All measurements were adopted from prior studies (Tables 2). All the items were measured
using a 7-point Likert scale.
α
0.895
0.860
0.933
0.854
0.813
0.937

Measurement item - Protection motivation theory
Perceived threat severity (Johnston and Warkentin, 2010, Ifinedo, 2012)
Perceived threat vulnerability (Johnston and Warkentin, 2010, Ifinedo, 2012)
Response efficacy (Vance et al., 2012)
Self-efficacy (Woon et al., 2005)
Response cost (Woon et al., 2005)
Intention to Use (Venkatesh et al., 2012)

Table 2: Measurement items

3.2.

Data Analysis

SPSS statistical software was employed for analysing the collected data. A descriptive
statistical analysis was performed to summarise the demographic profile of the
respondents. Prior to embarking on the analysis of the relationships between the
independent and dependent variables, we tested the reliability of the scales using
Cronbach Alpha coefficients and factor loadings (Table 2). All the scales had
satisfactory reliability with factors loadings above 0.4, which is the required cut-off
criterion (Bonett and Wright, 2015). Table 3 presents the mean, standard deviation and
correlation coefficients for the research model. To analyse the association of the predictors
with the intention to adopt technology, multiple linear regression analysis was employed.
Constructs
1 Perceived threat severity
2 Perceived threat
vulnerability
3 Response efficacy
4 Self-efficacy
5 Response cost
6 Intention to use

Mean

S.D.

Correlations

6.213

0.844

1
1

4.325

1.057

0.057

1.114
1.196
1.093
1.424

**

5.108
4.792
4.262
4.615

2

.301
.186**
-0.022
.230**

3

4

5

6

1
.591**
.467**
-0.054
.425**

1
.548**
-.151**
.590**

1
-.277**
.497**

1
-.230**

Note: The significance of the results is at the levels of p=0.05 (*), p=0.01 (**) and p=0.001 (***).

1
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Table 3: Mean, Standard Deviation and Correlation Coefficients

4.0.

Results and Discussion

The results of the multiple regressions are provided in Table 4. The research model explained
40% of the variance (R2=0.402) for intention to use. Four out of the five hypothesised paths
were found to be significant. Although the relationship between perceived threat severity and
intention to use was non-significant (H1b), the positive effect of threat vulnerability on
intention was confirmed (H1a). Response efficacy and self-efficacy were found to have a
positive influence on intention (H1a, H1b), while the effect of response cost on intention to use
was confirmed to be negative (H1c).

Path
Perceived Threat Vulnerability → Intention to use
Perceived Threat Severity → Intention to use
Response Efficacy → Intention to use
Self-efficacy → Intention to use
Response Cost → Intention to use

Std. Beta
0.093
0.068
0.39
0.196
-0.11

t-value
2.096
1.869
8.08
4.508
-3.057

p-value
*
ns
***
***
**

Note: The significance of the results is at the levels of p=0.05 (*), p=0.01 (**) and p=0.001 (***).

Table 4: Regression results

4.1.

Elaboration of Findings

The positive effect of threat vulnerability on intuition is in line with the Protection Motivation
Theory (Rogers and Prentice-Dunn, 1997, Rogers and Mewborn, 1976). The significance of the
tested relationship confirms that individuals’ fear of being affected by cyber-security issues
increases the likelihood of using blockchain-based services to avoid such threats. The nonsupported hypothesised relationship between perceived threat severity and intention contradicts
the principles of PMT (Rogers and Prentice-Dunn, 1997, Rogers and Mewborn, 1976).
However, it is consistent with prior studies that found that threat severity did not play a role in
motivating people towards security compliance (Menard et al., 2017, Tsai et al., 2016, Ifinedo,
2012). The potential interpretation of the effects of the two appraisal factors offers evidence
that while the security/privacy threat may have a direct impact on technology users, the
consequences of the threat can be easily eliminated or experienced to a small extent. For
instance, users may think that due to the limit on the relatively small amount of money passing
through digital wallets, the risk of financial losses is low. Also, they may think that in the case
of cyber-attacks incurring financial losses, service providers or banks can refund any losses.
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When it came to the coping appraisal factors, response efficacy was found to have a positive
effect. This finding indicates the existence of strong beliefs that blockchain-based services will
help avoid cyber-threats as promised by the developers of the technology (Osmani et al., 2020,
Barati and Rana, 2019). The dependence of intention on self-efficacy is expected, given the
evidence of prior research (Chenoweth et al., 2009, Lee, 2011, Woon et al., 2005). Since
technology is embedded in all aspects of life people believe that they have enough skills to
operate technology and realise its potential. The negative effect of response cost was also in
line with the research confirming that people are not ready to embark on the usage of technology
if they bear any costs (Chenoweth et al., 2009, Lee, 2011, Rogers, 1983). In the context of this
research, the finding suggests that the potential monetary losses, physical effort and time that
individuals might spend switching to blockchain-based services overshadow the values of the
application, thus inhibiting its adoption.

4.2.

Theoretical and Practical Contributions

This study contributes to the blockchain and technology acceptance literature. Firstly,
the existing blockchain literature mostly focuses on technical aspects of the technology
(Lu and Xu, 2017, Barati and Rana, 2019, Zheng et al., 2017), lacking insight into the
user perspective on technology utilisation and adoption. While the benefits of
blockchains for users have triggered a massive interest in the technology (Atlam et al.,
2018, Janssen et al., 2020), the psychological and cognitive factors underlying the use
have been under-researched. Few papers examining users’ attitudes to blockchains
provide contextual insight. For example, researchers have explored the users’
perception of Bitcoin (Alshamsi and Andras, 2019), the traceability function of
blockchain-based supply systems in Indonesia (Asfarian et al., 2020), and privacy and
trust (Shin, 2019). Secondly, the findings move forward the research on the adoption of
blockchains by exploring the cognitive factors that correlate with the intention to use
technology. The strongest cognitive factor underpinning intention was found to be
response efficacy, indicating the importance of the belief that blockchain-based services
will be effective in coping with cyber-threats, as promised. The findings represent the
first empirical evidence on the potential predictors of the adoption of blockchain-based
services.
From the practical viewpoint, the findings of this paper provide implications for the
user-centric development and promotion of a blockchain. The results demonstrated that
individuals perceive the consequences of the threat to be non-severe. This could
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potentially be the case as they take the security and privacy aspects for granted. Hence,
they may not pay the expected attention to how these are achieved. The evidence about
the significant effects of the coping appraisal factors (response efficacy, self-efficacy
and response cost) also have a practical value. To attenuate the effect of response cost
on the intention to use blockchain-enabled services, the investment in blockchain
adoption should be justified. Hence, marketers could convey the long-term
consequences of security and privacy errors.

5.0.

Conclusion and Future Research Suggestions

The objective of this paper was to examine cognitive factors, in line with the Protection
Motivation Theory. The results showed that four out of five factors have significant
effects on use intention. The coping factors explain the greater variance for the
dependent variable, with response efficacy and self-efficacy having the strongest effects
on the intention to use.
This study provides directions for future research. On one hand, due to the selected
research design, this study has limitations that future research could build upon. First,
respondents were provided with the hypothetical scenario of using a blockchainenabled application while shopping. The context of the study may create boundary
conditions. Therefore, future research needs to examine adoption intention using other
types of blockchain-based applications to compare the strength of the predictors.
Second, while this study provides quantitative evidence about the determinants of
adoption, future research could qualitatively explore users’ experiences and perceptions
in relation to blockchain utilisation. A qualitative approach could move the blockchain
adoption research in several ways. Although this study statistically confirmed the
significant role of the factors in adoption intention, future studies could provide a richer
insight into the reasons as to why certain attitudes and beliefs were formed.
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